* 



25 MAR 2005 

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT) 



(19) World Intellectual Property 
Organization 
IntemationaJ Bureau 

(43) International Publication Date 
8 April 2004 (08.04.2004) 




PCT 



i rim iiff mi !i mm rim inn inn mi i n in u in inn urn ifin m 11 mr nifin mi nif mi 

(10) Internationa] Publication Number 

WO 2004/030311 Al 



(51) International Patent Classification 7 : H04L 29/06 
(21) International Application Number: 



PCT/IB2003/004110 

(22) International Filing Date: 

22 September 2003 (22.09.2003) 



(25) Filing Language: 

(26) Publication Language: 



English 
English 



(30) Priority Data: 

60/414,942 30 September 2002 (30.09.2002) US 

60/445,265 5 February 2003 (05.02.2003) US 

(71) Applicant (for all designated States except US): KONIN- 
KLUKE PHILIPS ELECTRONICS N.V. [NL/NL] 
Groenewoudseweg 1, NL-5621 BA Eindhoven (NL). 

(72) Inventors; and 

(75) Inventors/Applicants (for US only): ROSNER, Martin 
[US/US]; P.O. Box 3001, Briarcliff Manor, NY 10510- 



8001 (US). KRASINSKI, Raymond [US/US]; P.O. Box 
3001, Briarcliff Manor, NY 10510-8001 (US). EPSTEIN 
Michael, A. [US/US]; P.O. Box 3001, Briarcliff Manor' 
NY 10510-8001 (US). 

(74) Common Representative: KONINKLUKE PHILIPS 
ELECTRONICS N.V.; Intellectual Property & Standards 
c/o THORNE, Gregory, L., P.O. Box 3001, Briarcliff 
Manor, NY 10510-8001 (US). 

(81) Designated States (national): AE, AG, AL, AM, AT, AU 
AZ, BA, BB, BG, BR, BY, BZ, CA, CH, CN, CO,Cr! CU 
CZ, DE, DK, DM, DZ, EC, EE, EG, ES, FI, GB, GD GE* 
GH, GM, HR, HU, ID, IL, IN, IS, JP, KE, KG, KP,' KR 
KZ, LC, LK, LR, LS, LT, LU, LV, MA, MD, MG, MK,' 
MN, MW, MX, MZ, NI, NO, NZ, OM, PG, PH PL PT 
RO, RU, SC, SD, SE, SG, SK, SL, SY, TJ, TM.TN, W 
TT,TZ,UA,UG,US,UZ,VC,VN,YU,ZA,ZM,ZW. ' 

(84) Designated States (regional): ARIPO patent (GH, GM 
KE, LS, MW, MZ, SD, SL, SZ, TZ, UG, ZM, ZW)! 
Eurasian patent (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM),' 
European patent (AT, BE, BG, CH, CY, CZ, De[ DK EE* 
ES, FI, FR, GB, GR, HU, IE, IT, LU, MC, NL, PT, RO,' 

/ Continued on next page] 



BB (54) TU,e: SECURE PROXIMITY VERIFICATION OF A NODE ON A NETWORK 




o 



m • 

WO 2004/030311 Al MHJ [''lllli j ; f J,' J f l.Jli;) |] , f.tl M. ■ JJIII ' ^IIIN ' fi Till 1 1- illlli: J I! I'll flfl 



SE, SI, SK, TR), OAPI patent (BF, BJ, CF, CG, CI CM 
GA, GN, GQ, GW, ML, MR, NE, SN, TD, TG). 

Declaration under Rule 4.17: 

— as to applicant's entitlement to apply for and be granted 
a patent (Rule 4. 17(H)) for the following designations AE, 
AG, AL, AM, AT, AU, AZ, BA, BB, BG, BR, BY, BZ, CA CH 
CN, CO, CR, CU, CZ, DE, DK, DM, DZ, EC, EE, EG ES 
Fl, GB, GD, GE, GH, GM, HR, HU t ID, 1L, IN, IS, JP, KE 
KG, KP, KR, KZ, LC, LK, LR, LS, LT, LU, LV t MA, MD 
MG, MK, MN, MW, MX, MZ, Nl, NO, NZ, OM PG PH 
PL, PT, RO, RU, SC, SD, SE, SG, SK, SL, SY, TJ, TM TN 
TR, TT, TZ, UA, UG, UZ, VC, VN, YU, ZA, ZM, ZW, AR1PO 
patent (GH, GM, KE, LS, MW, MZ, SD, SL, SZ, TZ, UG, 
ZM, ZW), Eurasian patent (AM, AZ, BY, KG, KZ, MD, RU, 



TJ, TM), European patent (AT, BE, BG, CH, CY, CZ, DE, 
DK, EE, ES, Fl, FR, GB, GR, HU, IE, IT, LU, MC, NL, PT, 
RO, SE, SI, SK, TR), OAPI patent (BF, BJ, CF, CG, CI, CM 
GA, GN, GQ, GW, ML, MR, NE, SN, TD, TG) 

Published: 

with international search report 
— before the expiration of the time limit for amending the 
claims and to be republished in the event of receipt of 
amendments 

For two-letter codes and other abbreviations, refer to the "Guid- 
ance Notes on Codes and Abbreviations" appearing at the begin- 
ning of each regular issue of the PCT Gazette. 



INTERNATIONAL SEARCH REPORT 



Int ml Application No 

Pti/ 18 03/04110 



According to International Patent Classifi cation (IPC) or to both national classification and IPC 

B. FIELDS SEARCHED " 

Minium docum^entetjon searched (classification system followed by classification symbols) 

^ C ~°°^^^ in the ne.ds searched 



BeCtr0nlC data b«e consulted during the international search (name of data base and, where 

EPO-Internal, WPI Data, PAJ 



practical, search terms used) 



C. DOCUMENTS CONSIDERED TO BE RELEVANT 



Category" 



Citation of document, with Indication, where appropriate, of the relevant passages 



S&SfS'ou'ffiB ™ ISK UT,ECKLING flB 

2 May 2002 (2002-05-02) 
abstract 

page 1, line 1 -page 9, line 19 
figure 3 

WO 01 93434 A (XTREMESPECTRUM INC) 
6 December 2001 (2001-12-06) 
abstract 

page 34, line 23 -page 38, line 4 
figures 7,8 



Relevant to claim No. 



1-28 



1-28 



J Q Further documents are listed in the continuation of box C. 

0 Special categories of cited documents : 

" A " ^^^""'"S^QQneral state of the art which is not 
considered to be of particular relevance w " lw,,sno * 

° E ' e m!r^date Umem bUt pub,lsned °" or ^er the International 

V dc^rnent which may throw doubts on orlorltv dalmf o nr 
which Is cited to establish the publication date ,5 another 
citation or other special reason (as specified) 

°" ^^/^ exhibition or 

" P ' filing date but 



(X I patent tar nily members are listed in annex. 

" r ' a ^rf2Sl n !f n » ,puD l lsn ? < ? afterthe International filing date 
XU 2? ty J? te 2 n ^'S? t ln conm ^ ^6 application but 
Iwentton Prindp,B ° r meory 

" X " d ?^™ n ^^ Invention 
SEE? fonsWered novel or cannot be considered to 
involve an Inventive step when the document is taken alone 

" Y " ^S^kI 0 ' P 3 ^"^ relevance; the claimed Invention 

S^°J . P ons,d ® red J° involve an Inventive step when the 
SSI 18 " 1 '! ^SK"^ wi L n one or m °re other suchdocu- 
E thwart comb,nat,on bein 9 obvious to a person skilled 



| Date of the actual completion of the International search 

1 22 January 2004 


- wwouiuBiHiMBniDeroiine same patent family J 
Date of mailing of the International search report ' H 

03/03/2004 


j Name and mailing address of the ISA ' " " 

I European Patent Office, P.B. 681 8 PatentJaan 2 
I NL-2280HVRijswijk ^ 

Tel. (431 -70) 340-2040, Tx. 31 651 epo nl 

Fax (+31-70) 340-3016 

Fofm PCT/ISA7210 (second sheet) (July 1992) " 


Authorized officer ~~ — — 1 

Bertolissi, E 



* 



INTERNATIONAL SEARCH REPORT 

rmation on patent family members 



Patent document 
cited in search report 



Publication 
date 



Inte al Application No 

PC 17 IB 03/04110 



Patent family 
member(s) 



WO 0235036 



02-05-2002 



W0 0193434 



06-12-2001 



SE 


519748 C2 


AU 


1114102 A 


EP 


1330583 Al 


SE 


0003833 A 


WO 


0235036 Al 


us 


2003184431 Al 



Al 1 

AU 


5882200 A 


A t 1 

AU 


6127701 A 


All 

AU 


6127801 A 


A 1 1 

AU 


6300701 A 


AU 


6300801 A 


AU 


6457301 A 


AU 


6457401 A 


AU 


6457501 A 


A 1 1 

AU 


7481901 A 


AU 


7482001 A 


EP 


1295405 Al 


EP 


1302001 A2 


EP 


1284049 Al 


JP 


2003535552 T 


JP 


2003535557 T 


MO 


0193441 Al 


WO 


0193442 Al 


WO 


0193434 A2 


WO 


0193519 Al 


WO 


0193482 A2 


WO 


0193443 A2 


WO 


0193444 Al 


wo 


0193445 A2 


wo 


0193520 A2 


wo 


0193446 A2 


us 


2003096578 Al 


us 


2003161411 Al 


us 


6505032 Bl 


us 


2003174048 Al 



Publication 
date 



08-04-2003 
06-05-2002 
30-07-2003 
24-04-2002 
02-05-2002 
02-10-2003 



11-12 
11-12 
11-12 
11-12 
11-12 
11-12 
11-12- 
11-12 
11-12- 
11-12- 
26-03- 
16-04- 
19-02- 
25-11- 
25-11- 
06-12- 
06-12- 
06-12- 
06-12- 
06-12- 
06-12- 
06-12- 
06-12- 
06-12 

06- 12 
22-05 
28-08 

07- 01- 
18-09- 



-2001 
-2001 
-2001 
-2001 
-2001 
-2001 
•2001 
2001 
■2001 
-2001 
-2003 
-2003 
-2003 
-2003 
-2003 
-2001 
-2001 
-2001 
-2001 
-2001 
-2001 
-2001 
-2001 
-2001 
-2001 
-2003 
•2003 
•2003 
•2003 



Fo»m PCT/ISA/210 (patent tamlly anrax) (July 1992) 



